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Critical Infrastructure Issues and Their Implications for Managing Risk in Homeland Security
Even though interdependence may have a substantial impact in improving efficiency within an industry due to the effect it has in outsourcing resources an organization may not have, it is inevitable to note that it may negatively affect effectiveness (Alcaraz & Zeadally, 2015). Managing risk by homeland security has been significantly affected by interdependence between sectors whereby homeland security has to constantly consult diverse entities before making certain decisions (Alcaraz & Zeadally, 2015). By being mandated to consult these interdependent sectors, it becomes impossible to effectively meet its objectives and goals (Alcaraz & Zeadally, 2015). In addition to the impact the interdependence has in affecting the effectiveness of homeland security, it is important to look into the impact aging, and outdated infrastructure has in implicating homeland’s effort in managing security risks.
To effectively secure a country against the ever-growing risk of attack, it is essential that the infrastructures used are up-to-date. An evaluation of recent terrorist attacks reveals that attackers have armed themselves with significantly sophisticated infrastructures that been able to bypass the homeland’s security aging infrastructure (Alcaraz & Zeadally, 2015). According to recent research on technology and risk mitigation, an emphasis was put on the need for security organizations such as homeland security to educate themselves on the significant risk aging, and outdated infrastructure has in affecting security management practices (Alcaraz & Zeadally, 2015). Thus, to warrant the homeland security is conducting that effective risk mitigation, it is essential that infrastructures are constantly updated to meet current mitigation standards. The rise in drawn attacks is an indication that little consideration has been made to warrant that homelands security has infrastructure that is up-to-date to avert current security threats such as drones (Alcaraz & Zeadally, 2015).
Key Challenges Facing Critical Infrastructure Protection in the Future and How They Impact the Concepts of Risk and Resilience
As technology continues to evolve, it is important to note that these same technologies can be used against us. The development of artificial intelligence is among the significant threats facing security in the future (Abomhara, 2015). As artificial intelligence continues to be integrated into our daily practices, security analysts are significant worried that there is a high likelihood that artificial intelligence will soon be used to conduct cyber-attacks (Abomhara, 2015).  The use of artificial intelligence to conduct cyber-attacks poses a critical threat since it may result in irreversible damage. Even though there has not been any reported case of artificial intelligence cyber-attacks, it is essential that security systems are prepared to mitigate such risks due to the impact they have.
Increased connectivity is also a notable challenge that could affect security mitigation efforts in the future. Given the high number of things that can now be connected to the internet, attackers now have a wide range of entry points that they can use to penetrate a security system and conduct an attack (Abomhara, 2015). An analysis of cyber-attacks reveals that there have been more cyber-attacks in the last few decades as compared to earlier times due to the increased number of items that can now gain connectivity to the internet (Abomhara, 2015). Thus, it is essential that significant consideration is given into ways in which critical security infrastructure can be protected as more devices become connected to the internet.
Suggestions to Address the Outlines Challenges
To warrant that the challenges that advanced technology changes have in affecting security practices, advocating the standardization of technological infrastructure available to the public is essential. An analysis of the diverse technological devices and software being made available to the public reveals that there lacks standardization (Alcaraz & Zeadally, 2015). By advocating for standardization, it becomes possible to guarantee that the technology the public has access to do not pose any threat to national security (Alcaraz & Zeadally, 2015). Standardization can be attained through involving the diverse technology companies and the government to come up with security standards that they should adhere to in the manufacturing of hardware and software.
Integrating technological companies in security issues particularly seminars are also a factor that needs to be taken into account. While most technology companies are aimed at developing top-line devices and software’s for the public to meet particular objectives and goals, it is inevitable to note that they may not take into account the security challenge their devices pose (Abomhara, 2015). The increased use of drones is a good example of the lack of consideration these companies have in safeguarding national security. If these companies are adequately integrated into security meetings, they would be in a position to understand the threat there devices have on the nation. Such education would prompt them to invest in research and development with the aim of coming up with possible solutions to the risk drones have (Abomhara, 2015). Some of these solutions would be encrypting the drones with coordinates of areas they should not access. By doing so, it would be possible to limit their access to public and protected areas where they can be used to carry out attacks.
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